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Abstract

Traditional cybersecurity workflows require extensive domain expertise and manual effort,
limiting their ability to scale against increasingly complex security threats in real-world com-
puting systems. The rapid advancement of LLM-based agents has demonstrated promising
potential in automating complex security tasks. In this work, we propose DoGNAVY, which
is designed to autonomously tackle cybersecurity tasks through specialized collaborative
agents, covering three fundamental stages of the vulnerability life cycle: Reproduction,
Exploitation, and Repair. Our system further emulates the workflow of human security
experts by supporting a broad range of domain-specific capabilities, including repository-
level exploration, vulnerability information gathering, security knowledge retrieval, and
automated security tool usage, enabling agents to effectively perform complex cybersecurity
tasks with enhanced autonomy and efficiency. Using open-source models, we extensively
evaluate our system on several representative cybersecurity benchmarks. On CyberGym,
DoGNAVY using GLM-5.3 passes server-side differential validation on 1,431 of 1,507 tasks,
achieving a score of 94.96% and ranking first; using GLM-5.2, it achieves a score of 90.84%
and ranks fifth. On ExploitGym, it obtains a score of 81 on-target solved cases with GLM-5.2.
On PatchEval and SEC-bench, our system achieves state-of-the-art repair success rates,
outperforming previous best methods by 13.48% and 14.33% with GLM-5.2, respectively.
These results demonstrate the strong capability of our system in autonomously handling
complex cybersecurity tasks.1

1 Introduction

Cybersecurity aims to protect modern software systems and computing infrastructures against increas-
ingly sophisticated threats by identifying, analyzing, and mitigating security risks (von Solms & Niekerk,
2013; Craigen et al., 2014). Achieving this goal requires a comprehensive understanding of software sys-
tems (Avizienis et al., 2004), vulnerability patterns (Martin & Barnum, 2008), attack techniques (are One, 1996;
Szekeres et al., 2013), and domain-specific security knowledge. Existing security practices primarily rely on
human experts assisted by specialized tools, such as static analyzers, fuzzers, vulnerability scanners, and
penetration testing frameworks. However, these approaches require substantial manual effort, offer limited
scalability, and depend heavily on expert knowledge, thereby limiting their effectiveness in addressing
increasingly complex and evolving security threats.

With the rapid advancement of Large Language Models (LLMs) and LLM-based agents, recent studies (Wang
et al., 2025c; Zhang et al., 2025b; Zhu et al., 2025; Wei et al., 2025) have demonstrated their promising
potential for automating cybersecurity tasks. However, despite their strong capabilities in general software
engineering tasks, existing LLM agents still struggle to achieve reliable performance in realistic cybersecurity
scenarios. This challenge stems from the inherently long-horizon and complex nature of cybersecurity
workflows. Specifically, agents must maintain rich contextual information, perform multi-step reasoning,
and continuously adapt their strategies based on intermediate feedback, which often leads to context
degradation and ineffective exploration. Moreover, existing agents are constrained by limited cybersecurity
expertise and insufficient integration with specialized security tools, restricting their ability to effectively
plan, coordinate, and execute complex workflows.

1All evaluations are completed before August 17, 2026.
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In this report, we introduce DoGNAVY, a multi-agent framework that automates three critical stages of
vulnerability handling: reproduction (Wang et al., 2025c; Shi et al., 2026), exploitation (Wang et al., 2026b; Lee
& Brumley, 2026), and repair (Wei et al., 2025; Jing et al., 2024). Inspired by the practical design principles
and implementation experience of AgentDoG (Liu et al., 2026c;b), we extend agentic workflows toward
cybersecurity. Specifically, DoGNAVY addresses the challenges of long-horizon cybersecurity tasks by
organizing agents according to expert security workflows, while integrating repository-level exploration,
vulnerability analysis, security knowledge retrieval, automated tool usage, and execution-based validation.
By coordinating specialized agents with iterative feedback and evidence management, DoGNAVY enables
more systematic and reliable security task solving.

We extensively evaluate DoGNAVY on representative cybersecurity benchmarks. On CyberGym (Wang
et al., 2025c), DoGNAVY with GLM-5.3 (Z.AI, 2026b) achieves a 94.96% success rate on 1,507 vulnerability
reproduction tasks, ranking first on the Level 1 leaderboard; with GLM-5.2 (Z.AI, 2026a), it achieves a 90.84%
success rate on the same task set, ranking fifth. On ExploitGym (Wang et al., 2026b), it solves 66 on-target
exploitation cases with GLM-5.2, demonstrating its ability to handle challenging low-level exploitation tasks.
For vulnerability repair, DoGNAVY achieves state-of-the-art performance on PatchEval (Wei et al., 2025)
and SEC-bench (Jing et al., 2024), improving over previous best methods by 13.48% and 14.33%, respectively.
All results were finalized by August 17, 2026. These results demonstrate the strong capability of our system
in autonomously handling complex cybersecurity tasks. Furthermore, all evaluations were conducted under
the supervision of AgentDoG, which ensures a controlled execution environment and prevents unauthorized
access to external solution information, improving the reliability of our evaluation.

2 DoGNAVY

2.1 Overview

DoGNAVY organizes automated security analysis around three stages of the vulnerability lifecycle: Repro-
duction, Exploitation, and Repair. Each stage places an LLM agent within a dedicated executable harness
that manages repository context, tool execution, runtime evidence, and validation, transforming cyberse-
curity tasks from one-shot generation into iterative evidence-driven workflows. The shared foundation of
DoGNAVY consists of repository-level exploration, vulnerability information gathering, security knowledge
retrieval, and automated security tool usage. These capabilities enable agents to reason over complex
software systems, validate hypotheses through execution feedback, and progressively refine their solutions.
The three specialized harnesses target different security objectives: generating validator-checkable PoCs for
vulnerability reproduction, constructing validated exploitation paths, and producing behavior-preserving
vulnerability patches.

2.2 Vulnerability Reproduction

Vulnerability Reproduction instantiates the expert-workflow design by turning a vulnerability description
into a validator-checkable PoC. This stage emphasizes the same domain-specific capabilities introduced
above: repository-level exploration, vulnerability information gathering, security knowledge retrieval, and
automated security tool utilization. The goal is to reproduce the target behavior through executable evidence
rather than to only describe the suspected vulnerability.

Expert-workflow decomposition. The reproduction workflow follows the sequence used by human security
analysts when moving from a report to a concrete trigger. DoGNAVY first clarifies the vulnerability context,
then explores the target repository, identifies plausible execution entries, constructs candidate inputs, runs
validation commands, and revises the candidate according to runtime feedback. This decomposition keeps
the model focused on the next security-analysis step instead of asking it to generate a final PoC in one shot.

Repository and vulnerability-context analysis. Repository-level exploration and vulnerability information
gathering narrow the search space before candidate generation. Agents inspect task-visible files, project
structure, and relevant source modules to infer how external input reaches the vulnerable component. They
also extract vulnerability-specific context from the task description and source code, including the suspected
bug class, affected component, possible input format, parser or protocol state, and observable failure signals.
The output of this step is a smaller set of candidate entry points and input constraints.
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Figure 1: The pipeline of DoGNAVY-Reproduction.

Security knowledge and tool-augmented validation. Security knowledge retrieval and automated tool
utilization turn hypotheses into executable checks. The retrieved knowledge is domain-level rather than
task-specific: it helps agents reason about common vulnerability classes, sanitizer messages, crash patterns,
file-format constraints, and debugging strategies without providing benchmark-specific PoCs or external
solution artifacts. The agents then use available build, execution, testing, and debugging commands to
validate their hypotheses. Tool feedback, such as exit status, sanitizer output, crash traces, and execution
logs, provides concrete evidence for whether a candidate input reaches the intended behavior.

PoC iteration and benchmark validation. PoC construction is treated as an evidence-driven iteration process.
A failed run may indicate an incorrect entry point, malformed input, missing preconditions, insufficient path
coverage, or a crash unrelated to the target behavior. Agents use these signals to adjust the input format,
command invocation, or path hypothesis before producing the next candidate.

2.3 Vulnerability Exploitation
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Figure 2: The pipeline of DoGNAVY-Exploitation.

DoGNAVY-Exploitation addresses the exploitation stage after a vulnerability and an initial trigger have been
identified. Whereas vulnerability reproduction establishes that a flaw is reachable, exploitation must convert
this flaw into an end-to-end path that achieves the task-defined security objective. We formulate this process
as an evidence-driven search over exploitation routes rather than a sequence of unconstrained trial-and-error
attempts. Each route connects a reachable entry point and attacker-controlled state to a useful exploitation
primitive and, ultimately, the required security effect. Route construction and revision are grounded in
evidence obtained from repository-level inspection, target behavior, and tool-assisted validation.
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Staged multi-agent workflow. The workflow of DoGNAVY-Exploitation mainly includes three stages:
environment scout, route planning, and task execution. The scout performs a bounded survey of the visible
environment, including relevant source artifacts, reachable interfaces, protection boundaries, and candidate
goal surfaces. It then produces a compact evidence report that records verified observations, open questions,
and low-value checks that should not be repeated. The planner converts this brief into candidate exploitation
routes and retains the same planning context across delegation rounds. The executors receive the original
task context, the scout brief, and a bounded work package for one specific uncertainty. They interact with the
target, validate the delegated hypothesis, and return confirmed facts, unresolved blockers, and the potential
smallest useful step. Executor reports are fed back into the persistent planner context, thereby turning
otherwise independent target interactions into a cumulative investigation.

Evidence-backed route management. The planner maintains a compact route ledger for the leading
exploitation hypotheses. For each route, the ledger records its supporting evidence, current milestone,
missing edge, active blocker, failed attempts, and next validation step. This representation makes the gap
between an observed vulnerability and a complete exploitation path explicit. An unsuccessful payload,
a crash, or an incomplete proof blocks the corresponding attempt but does not by itself invalidate the
underlying route. A route is discarded only when new evidence contradicts a required precondition,
capability, transformation, or target effect. Otherwise, the planner preserves the supported portion of the
route and delegates a minimal test aimed at closing its current proof gap. This policy allows DoGNAVY-
Exploitation to backtrack from unsupported assumptions without reconstructing validated intermediate
results.

Knowledge-guided delegation. Reusable expert knowledge provides stage-appropriate guidance for
vulnerability analysis, exploitation primitives, route construction, blocker diagnosis, and proof validation.
The system treats this knowledge as heuristic guidance rather than task-specific evidence: proposed routes
must still be checked against the visible source, the execution environment, and observed target behavior.
Based on the current route ledger, the planner may issue several differentiated work packages in one
planning round. These packages respectively continue the leading route, isolate its principal blocker, or
test an independent alternative whose assumptions do not coincide with those of the primary route. Near-
duplicate payload variations and broad, low-information searches are avoided so that each delegation
resolves a distinct uncertainty.

2.4 Vulnerability Repair

DoGNAVY-Repair performs analysis-guided and validation-driven vulnerability repair. Given a vulnerable
repository and its CVE description, the system first models the codebase as a queryable knowledge base and
uses the available vulnerability evidence to reconstruct the function call chain associated with the flaw. The
resulting analysis report, together with optional repair advice, provides a stable context for patch generation.
The repairer then enters a recursive self-improvement (RSI) loop. In each round, it generates a candidate
patch and an executable validation suite, while a validator evaluates the candidate through actual program
executions. When validation fails, the observed execution results are returned to the repairer to guide the
next round. This process continues until a candidate satisfies the validation requirements or the time budget
is exhausted, with the best available candidate retained. The pipeline therefore combines repository-level
vulnerability understanding with iterative, execution-guided patch refinement.

As illustrated in Figure 3, DoGNAVY-Repair is organized around two complementary mechanisms: vul-
nerability analysis and repair advice narrow the repair search space using repository-level evidence, while
validation-guided iterative repair refines candidate patches through execution feedback.

Vulnerability analysis and repair advice. Before entering the RSI loop, DoGNAVY-Repair analyzes the
repository to reduce the search space of subsequent patch generation. The repository is represented as
a queryable code knowledge base containing program entities, function-call relationships, and cross-file
dependencies. Guided by the CVE description and the available PoC evidence, the analysis reconstructs the
end-to-end function call chain from the attacker-controlled entry point to the security-sensitive operation. It
also characterizes the roles of functions along this chain, allowing the repairer to distinguish the location
where the vulnerability becomes visible from the location where its underlying cause should be corrected. A
repair-advice agent further examines this analysis and provides concise guidance when a plausible local fix
may select the wrong boundary, miss a related call path, or violate required program behavior. The analysis
report and optional advice are shared by all RSI rounds, enabling the loop to focus on refining the repair
instead of repeatedly rediscovering the vulnerable path.

4



DoGNAVY: Autonomous Agents for Full-Lifecycle Vulnerability Management

Figure 3: The pipeline of DoGNAVY-Repair.

Validation-guided iterative repair. A one-shot repair can easily overfit to the specific input without
addressing the broader vulnerability. DoGNAVY-Repair therefore organizes patch generation and validation
as an RSI loop. Each round produces both a candidate patch and a validation suite containing vulnerability-
reproduction cases and benign-behavior checks. The validator first verifies that the vulnerability can be
reproduced on the original program and then evaluates whether the candidate blocks the same behavior
without breaking legitimate functionality. Failed executions are converted into feedback for the next round,
allowing the repairer to revise both the patch and its validation cases. As the validation suite is extended
with additional variants and corner cases, the candidate patch is evaluated against a broader behavioral
space rather than a single literal payload. The loop thereby encourages the repairer to address the underlying
defect and produce patches that generalize across more executions and vulnerability variants.

3 Experiments

3.1 Vulnerability Reproduction

The vulnerability reproduction experiment evaluates whether DoGNAVY can convert real vulnerability
descriptions into validator-checkable PoCs at CyberGym scale. We organize the results around the official
CyberGym Level 1 protocol, report the GLM-5.3 and GLM-5.2 reproduction configurations, and summarize
outcome, runtime, and resource statistics from the evaluated runs. More details could be found at https:
//deepsec.darknavy.net/blog/cybergym.

Benchmark and validation protocol. CyberGym Level 1 contains 1,507 vulnerability reproduction tasks
from 188 real-world open-source projects. In each task, the agent receives a vulnerability description and the
unpatched codebase, then attempts to generate a working PoC. The official leaderboard defines success as
the percentage of instances where the agent reproduces the target vulnerability with a working PoC. The
validator executes the submitted candidate on vulnerable and patched versions: the vulnerable version must
exit abnormally, while the patched version must exit cleanly or time out under the accepted outcome set.
The public leaderboard reports this metric with one trial per instance for DoGNAVY.

Execution setting. The experiment used isolated per-task executions to avoid cross-task leakage and to
preserve a clear evaluation boundary. Each task started from the materials provided by the benchmark
and a task-specific runtime derived from the CyberGym environment. The system did not use CyberGym
task-specific historical PoCs, patches, issue trackers, commit histories, or external solution artifacts. Agent
trajectories and execution logs were retained for audit, while timing and resource statistics were computed
from the recorded execution trace for each task. The GLM-5.3 configuration evaluated each instance once
under a four-hour per-task runtime limit.

CyberGym comparison. Table 1 reports the DoGNAVY CyberGym Level 1 reproduction results for both
GLM-5.3 and GLM-5.2, together with representative public leaderboard entries. Using GLM-5.3, DoGNAVY
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achieves a score of 94.96% and ranks first on the leaderboard. Using GLM-5.2, DoGNAVY achieves a score
of 90.84% and ranks fifth.

Table 1: CyberGym Level 1 reproduction comparison for DoGNAVY1

System / configuration Model Success rate

DoGNAVY GLM-5.3 94.96%
Sangfor AI DeepSeek-V4-Flash 93.20%
Whitzard (BaiZe) DeepSeek-V4-Flash 91.20%
MDASH Multi-model2 90.97%
Wiz Atlas Multi-model3 90.90%
DoGNAVY GLM-5.2 90.84%
Crystalline Claude Opus 4.6 89.60%
Sangfor AI GLM-5.2 86.33%
OpenAI Agent GPT-5.5-Cyber 85.60%
Velldepth Agent XekRung 85.34%
Xuanwu Atuin AI GLM-5.2 84.80%

Outcome distribution. Table 2 reports the final outcome distribution for both DoGNAVY GLM-5.2 and
GLM-5.3 on all 1,507 Level 1 tasks. The GLM-5.2 counts follow the CyberGym scoring convention used
for the 90.84% leaderboard score, while the GLM-5.3 configuration contains 1,431 successful differential
validations, corresponding to 94.96%. Compared with GLM-5.2, GLM-5.3 increases the number of successful
validations by 62 tasks.

Table 2: DoGNAVY outcome distribution on CyberGym Level 11.

Outcome category GLM-5.2 GLM-5.3 Interpretation

Tasks Percentage Tasks Percentage

Passed validation 1,369 90.84% 1,431 94.96% Vulnerable crashes; patched stays clean.
Both versions crashed 79 5.24% 58 3.85% Candidate is not target-specific.
Vulnerable version did not crash 0 0.00% 0 0.00% Candidate does not reproduce the crash.
Not submitted 54 3.58% 18 1.19% No PoC reached server validation.
Evaluator-excluded 5 0.33% 0 0.00% Excluded by evaluator policy.

Total 1,507 100.00% 1,507 100.00% All CyberGym Level 1 tasks.

Runtime and resource usage. Table 3 summarizes execution time and model usage for both GLM-5.2 and
GLM-5.3. Timing is measured by agent trace activity span: the interval from the first valid timestamp to the
last valid timestamp in the recorded agent trajectory for each task. This definition excludes infrastructure
preparation such as Docker pull, Docker load, image building, and post-run teardown. Token and request
statistics are computed from model-usage records recovered from the recorded execution traces; cost is
estimated from trace usage and the token prices associated with each model configuration.

Table 3: Runtime and model usage for DoGNAVY GLM-5.2 and GLM-5.3 on CyberGym Level 11.
Metric GLM-5.2 GLM-5.3

Total Mean per task Total Mean per task

Agent trace activity span 2,195.89 h 87.43 min 1,147.91 h 45.70 min
LLM requests 524,049 347.74 514,314 341.28
Non-cached input tokens 11,789,091,762 7,822,887.70 3,465,661,952 2,299,709.32
Cache-read input tokens 27,268,463,296 18,094,534.37 16,296,654,976 10,813,971.45
Cache-creation tokens 0 0.00 0 0.00
Output tokens 219,436,852 145,611.71 220,033,082 146,007.35
Total tokens 39,276,991,910 26,063,033.78 19,982,350,010 13,259,688.13
Estimated cost (USD) 22,648.43 15.03 9,714.29 6.45

1All experiments and leaderboard results were completed or accessed on August 17, 2026
2GPT-5.4, Claude Opus 4.6, and Claude Sonnet 4.6.
3GPT-5.5 and Claude Opus 4.6.
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Result interpretation. Using GLM-5.3, DoGNAVY improves the CyberGym reproduction score from the
GLM-5.2 configuration’s 90.84% to 94.96% and reaches first place on the Level 1 leaderboard. The remaining
76 unsuccessful cases are concentrated in non-specific crashes affecting both vulnerable and patched versions
and cases where no PoC entered server-side validation; there are no cases in which a submitted candidate
reached server-side validation but failed to crash the vulnerable version. These results suggest that future
improvements should focus on candidate specificity and reducing cases without a submitted PoC rather
than only increasing vulnerable-side crash discovery.

3.2 Vulnerability Exploitation

In this section, we evaluate whether DoGNAVY can progress from an exposed attack surface to a validator-
confirmed exploit. We evaluate the system on CVE-Bench (Zhu et al., 2025) and ExploitGym, which capture
complementary aspects of exploitation. CVE-Bench provides paired zero-day and one-day settings for
web-facing real-world vulnerabilities, while ExploitGym emphasizes substantially longer-horizon pwn-type
exploitation across userspace, V8, and kernel targets. More details could be found at https://github.com/
DogNavy/DoGNAVY-Exploitation.

Benchmarks. CVE-Bench comprises 40 vulnerable web applications evaluated under two settings. In the
zero-day setting, the agent is given only a running target and must both identify a viable attack surface
and construct a working exploit. In the one-day setting, vulnerability information is additionally provided,
substantially narrowing the search space. We use zero-day performance as our primary metric because it
jointly captures vulnerability discovery and exploitation, while the one-day setting serves to isolate the
benefit of providing vulnerability information. ExploitGym is a large-scale binary-exploitation benchmark
spanning userspace programs, V8, and the Linux kernel. Each instance provides a proof of vulnerability
(PoV) together with vulnerability information, and the agent must develop a working exploit from this
starting point. Because a captured flag may be obtained without exploiting the intended vulnerability, an
external judge model determines whether the submitted exploit is on-target. Following the benchmark’s
evaluation protocol, we use the on-target exploitation rate as our primary metric.

Table 4: Performance on CVE-Bench1.
Agent harness Base model Accuracy

Benchmark ReAct GLM-5.2 Zero-day: 50.0% (20/40)
One-day: 85.0% (34/40)

OpenCode GLM-5.2 Zero-day: 65.0% (26/40)
One-day: 87.5% (35/40)

DoGNAVY GLM-5.2 Zero-day: 97.5% (39/40)
One-day: 100% (40/40)

Table 5: Performance on ExploitGym1.

Outcome Instances Percentage of
all instances

On-target flag captured 81 36.0%
Off-target flag captured 29 12.9%
Any flag captured 110 48.9%
No flag captured 115 51.1%

Total 225 100.0%

Main results. Table 4 reports the results on CVE-Bench. Infrastructure issues for selected cases were fixed
before evaluation. In the zero-day setting, DoGNAVY solves 39 of 40 instances (97.5%), compared with
26 (65.0%) for OpenCode and 20 (50.0%) for ReAct. With the same GLM-5.2 backbone, this is a 32.5- and
47.5-point improvement, respectively. One-day results are included for comparison when vulnerability
information is available. The gap between the paired ReAct settings further highlights the importance of
effective search in the zero-day setting. Providing vulnerability information raises ReAct accuracy from 50.0%
to 85.0%, indicating that attack-surface localization and search-space control constitute major bottlenecks
when no prior vulnerability information is available.

Table 6: Audited 225 instances. Percentages are based
on evaluated instances within each task family. 1

Task family Evaluated Flag captured On-target Off-target

Kernel 27 20 (74.1%) 20 (74.1%) 0 (0.0%)
Userspace 168 66 (39.3%) 38 (22.6%) 28 (16.7%)
V8 30 24 (80.0%) 23 (76.7%) 1 (3.3%)

Total 225 110 (48.9%) 81 (36.0%) 29 (12.9%)

In contrast, DoGNAVY achieves 97.5% in the zero-
day setting with the same GLM-5.2 backbone, sug-
gesting that our harness substantially improves the
agent’s ability to explore the target, localize promis-
ing attack surfaces, and focus exploitation effort
without relying on externally supplied vulnerability
information. Table 5 reports the latest results on Ex-
ploitGym. We evaluate on a 225-case subset due to
resource constraints. DoGNAVY captures 110 flags
in 225 executions (48.9%), of which 81 are judged

1All results are completed before August 17, 2026.
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on-target (36.0% of all evaluated instances). The re-
maining 29 captures are off-target; although they provide evidence of the agent’s exploratory capability, we
exclude them from the primary metric in accordance with the benchmark’s evaluation protocol.

The task-family breakdown in Table 6 reveals a notable asymmetry in failure modes. Although userspace
targets are generally considered easier than kernel and V8 exploitation, they exhibit substantially more
off-target successes. This suggests that their difficulty lies less in constructing a working exploit than in
reliably exploiting the intended vulnerability: the broader attack surface of userspace programs provides
more opportunities for the agent to discover alternative exploitable behaviors and drift away from the
target bug. By contrast, kernel and V8 tasks yield far fewer off-target solutions, indicating that successful
exploitation in these more constrained settings is more tightly coupled to the intended vulnerability.

3.3 Vulnerability Repair

In this section, we evaluate the performance of our proposed DoGNAVY-Repair on two representative
benchmarks, including SEC-bench and PatchEval. The implementation of DoGNAVY-Repair is publicly
released at https://github.com/DogNavy/DoGNAVY-Repair.

Benchmarks. SEC-bench contains 300 real-world C/C++ vulnerability-patching instances, comprising
200 CVE cases and 100 OSS-Fuzz cases (Lee et al., 2026). Each instance provides a vulnerable codebase,
vulnerability description, and containerized build environment but withholds the reference patch. Following
the official protocol, we attempt each instance once using a fully autonomous agent with Internet access
and standard framework tools. A repair is considered successful only if the submitted patch applies cleanly,
the project compiles, and the target sanitizer failure is no longer triggered. PatchEval (Wei et al., 2025) is
a multilingual benchmark for real-world vulnerability repair. It curates a dataset of 1,000 vulnerabilities
drawn from CVEs reported between 2015 and 2025, covering 65 distinct CWEs across Python, JavaScript, and
Go. A subset of 230 CVEs is further equipped with reproducible runtime sandbox environments, enabling
patch verification through both security tests and functionality tests. Specifically, security tests determine
whether the generated patch successfully prevents exploitation, while functionality tests examine whether
the original software behavior is preserved without regression.

Table 7: Vulnerability-repair performance (%) on SEC-bench and PatchEval. SEC-bench reports resolved
rates, while PatchEval reports overall strict and PoC-only pass rates and language-specific strict pass rates.
Prior SEC-bench results are recomputed from released logs. Bold indicates the best result, “–” denotes
unavailable results, and † marks runs evaluated only on the 200 CVE instances. Ours uses the no-testcase
setting only on SEC-bench1.

Agent Configuration Base Model SEC-bench PatchEval

CVE
(200)

OSS-Fuzz
(100)

Overall
(300)

Strict
(230)

PoC-only
(230)

Go
(83)

Python
(70)

JavaScript
(77)

SWE-agent† (Yang et al., 2024) GPT-5 – – – 33.00% 34.40% 32.50% 22.50% 43.40%
OpenHands† (Wang et al., 2025b) GPT-5 – – – 36.10% 37.40% 36.10% 26.80% 44.70%
Claude Code† (Anthropic, 2025) GPT-5 – – – 34.40% 35.60% 38.50% 22.50% 40.80%

OpenCode (Anomaly, 2025)

GLM-5.2 71.00% 90.00% 77.33% 30.87% 31.30% 24.10% 21.43% 46.75%
GPT-5.5 73.00% 90.00% 78.67% 30.87% 31.30% 25.30% 25.71% 41.56%
Opus-4.8 67.50% 74.00% 69.67% 46.09% 47.83% 44.58% 34.29% 58.44%
MiniMax-M3 77.00% 83.00% 79.00% 37.39% 38.26% 27.71% 42.86% 42.86%

AgenticRepair (Fu et al., 2026) GPT-5.2 75.00% 70.00% 73.33% – – – – –
GPT-5-mini 50.00% 44.00% 48.00% – – – – –

DoGNAVY GLM-5.2 92.00% 96.00% 93.33% 59.57% 60.43% 70.00% 59.04% 50.65%

Metrics. For SEC-bench, we report the resolved rate (Pass@1) over the complete dataset and separately over
the CVE and OSS-Fuzz subsets. Timeouts, blocked or malformed generations, patch-application failures,
compilation errors, and unsuccessful PoC validation are counted as unresolved. For PatchEval, we report
the PoC-only pass rate, defined as the proportion of generated patches that pass the security test, regardless of

1All experiments and leaderboard results were completed or accessed on August 17, 2026.
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their functionality-test results. We also report the strict pass rate, defined as the proportion of patches that
pass both the security and functionality tests.

Main Results. Table 7 shows that v4 achieved a 93.33% resolved rate on SEC-bench, substantially out-
performing all standard OpenCode configurations. With the same GLM-5.2 base model, v4 increased the
resolved rate from 77.33% to 93.33% and reduced unresolved instances from 68 to 20, a 70.59% reduction.
The improvement was observed on both CVE and OSS-Fuzz, demonstrating that the gain stems from the
proposed configuration rather than a particular base model or vulnerability subset.

As shown in Table 7, our method achieves the best performance on PatchEval, with a strict pass rate of
59.57% and a PoC pass rate of 60.43%. Compared with the strongest baseline, OpenCode with Opus-4.8, our
method improves the strict and PoC pass rates by 13.48% and 12.60%, respectively. Under the same GLM-5.2
base model, it outperforms OpenCode by 28.70% in strict pass rate and 29.13% in PoC pass rate, which can
be attributed to the advantage of DoGNAVY-Repair pipeline. Our method also exhibits strong performance
across languages, substantially improving upon OpenCode with GLM-5.2 by 45.90%, 37.61%, and 3.90% on
Go, Python, and JavaScript, respectively.

4 Related Works

4.1 Vulnerability Reproduction and PoC Generation

Vulnerability reproduction transforms a vulnerability report and its program context into an executable
proof of concept (PoC) that triggers the reported behavior, requiring the system to reconstruct the execution
context, reach vulnerable code, satisfy triggering conditions, and validate the result. Existing benchmarks
study this capability at different scales. Vul4J provides reproducible Java vulnerabilities with proof-of-
vulnerability tests, ARVO offers automatically rebuildable OSS-Fuzz-derived C/C++ vulnerabilities, and
CyberGym formulates reproduction as an agent benchmark covering 1,507 real-world vulnerabilities from
188 projects (Bui et al., 2022; Mei et al., 2026; Wang et al., 2025c). Other studies focus on LLM-based PoC
generation and reproduction in web or package-level settings, including report-guided generation, runtime
validation, proof-of-vulnerability testing, and package exploit generation (Zhao et al., 2025; Liu et al., 2025;
Zhao et al., 2026; Duy et al., 2026; Nitin et al., 2025; Simsek et al., 2026). Automated vulnerability reproduction
has traditionally relied on program analysis and directed fuzzing, using control/data-flow constraints, taint
analysis, LLM-assisted seeds, or joint exploration of inputs and configurations to reach vulnerable states (Lee
et al., 2021; Cao et al., 2023; Zhou et al., 2024; Wu et al., 2026). Recent systems increasingly formulate
reproduction as an iterative agent process that combines planning, environment reconstruction, program
analysis, execution feedback, and validation (Ullah et al., 2025; Liu et al., 2026a; Pu et al., 2026; Zeng et al.,
2025; Desai et al., 2026; Gezgin et al., 2026). Our work follows this direction under the CyberGym setting,
evaluating whether an autonomous agent can coordinate repository exploration, security knowledge, tool
execution, and benchmark validation within a unified workflow.

4.2 Vulnerability Exploitation

Exploitation turns a vulnerability proof-of-concept (PoC) into concrete security impact, making it an inher-
ently dual-use capability. As LLM agents become increasingly capable at coding and autonomous problem
solving (Jimenez et al., 2024; Yang et al., 2024; Kwa et al., 2025), benchmarks have evolved from curated
CTF challenges such as NYU CTF Bench and Cybench (Shao et al., 2024; Zhang et al., 2025b), to real-world
vulnerabilities in CVE-Bench and BountyBench (Zhu et al., 2025; Zhang et al., 2025a), and more recently to
difficult low-level exploit development. ExploitGym provides 898 real-world vulnerabilities across userspace
software, V8, and the Linux kernel (Wang et al., 2026b), while ExploitBench introduces a fine-grained capa-
bility ladder that measures progress from vulnerability triggering to exploit primitives and arbitrary code
execution (Lee & Brumley, 2026). Together, they provide complementary large-scale and capability-level eval-
uations of the transition from vulnerability demonstration to concrete security impact. Exploit development
has also become an important component of frontier-model cyber evaluations (Anthropic, 2026a;b; OpenAI,
2026), with newer benchmarks such as ExploitGym and ExploitBench continuing to differentiate frontier
models as earlier CTF-style evaluations begin to saturate (Anthropic, 2026c;a; OpenAI, 2026). Meanwhile,
agentic systems such as HPTSA, Vulnsage, and Co-RedTeam improve exploitation through hierarchical
planning, multi-agent collaboration, execution feedback, refinement, and memory (Zhu et al., 2024; Chen
et al., 2026; He et al., 2026). However, comparatively little work has developed purpose-built agents for
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the recent, substantially harder pwn-oriented settings of ExploitGym and ExploitBench. Our work directly
targets these benchmarks, studying whether agentic scaffolding can improve the transition from a known
vulnerability to a working low-level exploit under modern mitigations.

4.3 Vulnerability Repair

Automated vulnerability repair (AVR) aims to remove vulnerable behavior while preserving intended
functionality. Its evaluation has evolved from mined vulnerability-fix corpora, such as CVEfixes and Big-
Vul (Bhandari et al., 2021; Fan et al., 2020), to larger datasets with improved coverage and labeling, including
DiverseVul, PrimeVul, and MegaVul (Chen et al., 2023a; Ding et al., 2024; Ni et al., 2024). More recent
benchmarks, including Vul4J, Vul4C, CVE-Bench, SEC-bench, and PatchEval (Bui et al., 2022; Hu et al., 2025;
Wang et al., 2025a; Lee et al., 2026; Wei et al., 2025), provide executable repository-level environments with
exploit and regression tests, shifting evaluation from patch matching toward semantic vulnerability repair
and behavior-preserving validation. Early AVR methods primarily focus on function-level repair (Harer et al.,
2018; Chen et al., 2023b; Fu et al., 2022; Wen et al., 2025), while recent work increasingly targets repository-
level repair with coding agents such as SWE-agent and Aider (Yang et al., 2024; Gauthier, 2024) and
vulnerability-specific systems such as PatchAgent (Yu et al., 2025). Single-agent approaches improve repair
through prompting, vulnerability reasoning, validation feedback, and evidence-guided debugging (Nong
et al., 2025; Luo et al., 2025; Nong et al., 2024; Kulsum et al., 2024; Wang et al., 2026a; Kim et al., 2025; Sun
et al., 2026; Ye et al., 2026; Hu et al., 2026), while multi-agent methods build on role decomposition (Arora
et al., 2024) to coordinate context collection, safety analysis, repair, and broader CVE workflows (Zhang
et al., 2026a; Fu et al., 2026; Zhang et al., 2026b; Seo et al., 2026; Zheng et al., 2026). In contrast to approaches
that primarily use tool outputs as auxiliary feedback, our multi-agent repair harness integrates structured
repository evidence, execution feedback, and independent guidance to support more reliable vulnerability
analysis and behavior-preserving repair.

5 Discussion & Conclusion

The empirical results demonstrate the potential of multi-agent architectures for end-to-end cybersecurity
automation. DoGNAVY’s performance across vulnerability reproduction, exploitation, and repair shows
that role-based collaboration, evidence-driven exploration, and security-specific tools can bridge the gap
between general LLM capabilities and complex security workflows. However, several limitations remain,
including inefficient exploration in large action spaces, degradation in long-context reasoning, insufficiently
robust validation of repairs and side effects, and limited generalization caused by reliance on predefined
harnesses. These findings point to the need for more adaptive planning, stronger memory mechanisms, and
verification methods that enforce semantic security properties.

In this report, we introduced DoGNAVY, a framework for automating the vulnerability lifecycle. Beyond its
performance, the system demonstrates that decomposing complex security workflows into coordinated agent
roles can provide a practical foundation for more capable and systematic AI-assisted security operations.
At the same time, the gap between benchmark success and dependable real-world autonomy remains
substantial. Closing this gap requires future systems to move beyond task-specific orchestration toward
greater robustness, adaptability, and trustworthiness in diverse and evolving security environments.
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